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Abstract

As the adoption of the radio-frequency identification (RFID) technology is increasing, many applications require a
dense reader deployment. In such environments, reader-to-reader interference becomes a critical problem, so the
proposal of effective anti-collision algorithms and their analysis are particularly important. Existing reader-to-reader
anti-collision algorithms are typically analyzed using single interference models that consider only direct collisions.
The additive interference models, which consider the sum of interferences, are more accurate but require more
computational effort. The goal of this paper is to find the difference in accuracy between single and additive
interference models and how many interference components should be considered in additive models. An in-depth
analysis evaluates to which extent the number of the additive components in a possible collision affects the accuracy
of collision detection. The results of the investigation shows that an analysis limited to direct collisions cannot reach a
satisfactory accuracy, but the collisions generated by the addition of the interferences from a large number of readers

do not affect significantly the detection of RFID reader-to-reader collisions.

Introduction

Radio-frequency identification (RFID) is increasingly
being used in industries and infrastructures for the pur-
pose of automatic identification and tracking [1]. An
RFID system includes some RFID readers and many tags.
A reader can query tags by means of a wireless com-
munication. The majority of the RFID systems operate
at ultrahigh frequency (UHF). RFID is used for many
applications, such as traceability [2], item removal detec-
tion [3], anti-counterfeit [4] and positioning [5], and for
the establishment of smart environments, such as smart
retailers [6], smart hospitals [7], and smart universities
[8]. Although the need of covering large areas has been
partially satisfied by using MIMO RFID readers [9], the
majority of the RFID applications, especially the largest,
require a dense reader deployment, where RFID readers
operate in close proximity. Consequently, UHF RFID sys-
tems are easy to suffer from the interference generated
during simultaneous interrogation activities [10]. In this
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case, a reader can suffer a reader-to-reader collision due
to the interference generated by the simultaneous opera-
tions of other RFID readers [11]. When the reader queries
a tag, the reader-to-reader interference is too strong with
respect to the weak signals received from the tag, thus
compromising the interrogation.

In recent years, many RFID reader-to-reader anti-
collision protocols have been proposed. The European
standard for UHF RFID communication® proposes listen
before talk, an anti-collision protocol based on carrier
sense multiple access (CSMA). PULSE is a subsequent
CSMA approach that attempts at increasing the through-
put by using an additional control channel [12]. The first
approach based on time division multiple access (TDMA)
is Colorwave [13], which provides a simple and distributed
mechanism for scheduling the query sections and is suit-
able for low-cost readers. More recent techniques have
been proposed in order to improve the performance of
Colorwave: in [14], a probabilistic parameter improves
the collision resolution, and in [15], an adaptable and
selfish algorithm strongly increases throughput. In the
Neighbor Friendly Reader Anti-collision (NFRA) protocol

© 2013 Zhang et al,; licensee Springer. This is an Open Access article distributed under the terms of the Creative Commons
Attribution License (http://creativecommons.org/licenses/by/2.0), which permits unrestricted use, distribution, and reproduction
in any medium, provided the original work is properly cited.



Zhang et al. EURASIP Journal on Embedded Systems 2013, 2013:10
http://jes.eurasipjournals.com/content/2013/1/10

[16], a central server manages a contention among read-
ers to schedule the query sections. NFRA provides high
throughput, but it is not suitable to low-cost devices. The
same technique has been enhanced in [17], where fairness
among readers is improved by giving more opportuni-
ties of querying tags to the readers in the densest areas,
and in [18], where the readers are scheduled in the con-
tention phase according to the geometric distribution in
order to reduce the quantity of empty time slots. Besides,
the researches in [19,20] provide a novel and prospec-
tive approach to limit the reader-to-reader interference by
separating the transmission phase and listening phase of
the RFID readers.

Although RFID reader-to-reader collisions are a rel-
evant problem, an established method for the analysis
and evaluation of reader-to-reader anti-collision proto-
cols does not exist (e.g., [21,22]). The characteristics of
the employed interference model are particularly rele-
vant. Even considering the same deployment and the same
attempts to query tags, two different models may detect
different collisions. Single interference models only con-
sider direct collisions, where the high-power transmission
of a reader interferes with the low-power answers of tags
to another reader. These models are easy to implement
and provide rapid simulations. Additive models do not
limit the analysis to direct collisions but consider the sum
of the interferences from a group of readers. They are
more similar to the real behavior of RFID networks but
require more computational effort.

This paper investigates the characteristics of the addi-
tive interference models for detecting RFID reader-to-
reader collisions. In particular, the effects of the quantity
of readers involved in the collisions (i.e., the cardinality of
the collision set) are analyzed. The goal of the paper is to
identify to which extent the collisions detected with a spe-
cific cardinality affect the accuracy of the results, in order
to establish whether all the additive components must be
considered for an accurate result, or instead if it is possible
to limit the analysis without considering a part of the col-
lision sets. A preliminary analysis about the interference
generated by the collision sets with different cardinality
has been presented in [23]. The investigation presented
in the current work is based both on an analytical analy-
sis and on simulations. The results show that an analysis
of anti-collision protocols limited to direct interferences
provides a low level of accuracy since many collisions are
not detected. However, few collisions are due to collision
sets with high cardinality, so the models used for the eval-
uation of RFID reader-to-reader anti-collision protocols
can be limited to small collision sets.

The next section describes the state of the art of
the RFID interference models. The ‘Experimental setup
Experimental setup’ section illustrates the proposed eval-
uation algorithm and describes the considered scenario.
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Data obtained from the evaluation are presented in the
‘Experimental results’ section. Final comments are made
in the ‘Conclusion’ section.

Related works

An established dichotomy among the reader-to-reader
interference models regards the cardinality of the set
of colliding readers [24]. The single interference mod-
els assume that all the collisions involve pairs of readers
that query tags at the same time. Given a pair of read-
ers, it is always possible to determine if they collide or not
independently of the activity of the other readers in the
network. Considering the set A of readers in the network,
the list of pairs of readers that collide when transmit-
ting simultaneously is a binary relation R on the set A.
Since the relation R is a subset of the Cartesian product
A x A, it corresponds to a graph, called collision graph.
The nodes of this graph are the elements of A, and an
edge exists between two nodes x and y if (x,y) € R. On
the contrary, the additive interference models evaluate the
sum of the power of all the signals received by a reader
in order to determinate if a collision occurs. Considering,
for example, three readers x, y, and z, according to the
single interference models, if x is placed far enough, it is
disturbed neither by y nor by z. However, in the additive
interference models, if all the three readers query tags at
the same time, the combination of the signals emitted by y
and z can be powerful enough to interfere with the trans-
mission of x. Therefore, it is not possible to build a single
collision graph, i.e., to identify a priori the readers that
interfere among them. Instead, for a reader x, a plurality
of collision sets exists: each collision set groups the read-
ers that interfere with x only if all of them transmit at the
same time.

In the following, the main interference models are
reviewed. In the adopted notation, reader x is the one
that queries tags and that can be subject to reader-to-
reader interference from other readers in the network.
The power of the signal emitted by reader i is denoted as
P;. This signal propagates in the space, and it decays with
distance: the signal that arrives at reader j has power P;,
with P;; < P;.

Single interference models

Single interference models consider only the interference
between pairs of readers. The main examples of this family
of models are described in the following.

Disk graph model

This model [25] assumes that the readers are equipped
with an omnidirectional antenna: their signal propagates
in the same way along all the directions. Due to the path
loss, there is a specific distance d beyond which the signal
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emitted by a reader is not powerful enough to feed the cir-
cuitry of a tag. That distance is called interrogation range:
all the tags that a reader can identify are located within
a circle of radius d, whose center is the reader itself. For-
mally, in the disk graph model, a reader can identify a tag
if the following condition holds:

lx —t] < d. (1)

Although outside the circle of radius d the signal of the
reader is too weak for querying tags, it is strong enough
to disturb the simultaneous transmission of other readers.
As the distance grows, the attenuation of the signal pre-
vents the reader from disturbing the activity of the other
readers: the maximum distance D beyond which no inter-
ference is generated is called interference range or collision
range.

In the disk graph model, each reader is characterized
by constant interrogation and interference ranges. The
resulting collision graph is called a disk graph [26]: an indi-
rect edge links nodes x and y if x is within the interference
range of y or, vice versa, if y is within the interference range
of x. In this case, nodes x and y collide when transmit-
ting at the same time. A particular case is represented by
the unit disk graph model, which assumes homogeneous
readers, with the same interference range. In the unit disk
graph model, the condition for avoiding interference is the
following:

lx =yl = D, (2)

while in the disk graph model, the threshold D is replaced
by the maximum between the interference ranges D, and
Dy of the two readers.

In a unit disk graph, the degree of a node, ie., the
number of incident edges, corresponds to the number of
readers that collide with that node in the case of a simulta-
neous transmission. Therefore, the degree distribution of
the unit disk graph describes the discrete probability dis-
tribution of the number of distinct collisions that occur
in the RFID network. This probability distribution can be
calculated taking into account also the border effects of
the area where readers are deployed [27].

Protocol model

According to the protocol model [28], reader x can iden-
tify tag ¢ without colliding with reader y if the following
condition holds:

lx—yl = 1+ A)lx—tl, 3)

where A is a positive constant. The protocol model is
a generalization of the unit disk graph model [24]. By
assuming D = (1 + A)d, the condition for a successful tag
identification in the unit disk graph model is stricter than
that in the protocol model:

x—y|>D=04+A)d> 1+ A)|x—t]; (4)
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since condition 1 applies also to the protocol model, as
well as in the unit disk graph model, a reader can only
identify tags located within its interrogation range d.

Capture threshold model

In this model, the power of the signal that the reader
receives from a tag is compared with the power of the
interference generated by another reader that is transmit-
ting at the same time. The comparison is repeated for all
the interfering readers in the surroundings. If the ratio
between the signal received by a tag and the interfering
signal is higher than a threshold, then the reader identi-
fies the tag; otherwise, a reader-to-reader collision occurs.
More formally, the condition for the tag identification is
the following:

P tx Gt,x

> Bets (5)
Py,x Gy,x ct

where Gy, is the propagation gain (including the antenna
gains) from tag ¢ to reader x and G, is the propaga-
tion gain from reader y to reader x. The capture threshold
model is implemented by the NS-2 simulator [29] that
uses a value of 10 dB for B;.

The capture threshold model is a generalization of the
protocol model. The two models are equivalent if the
following conditions hold:

e Isotropic path loss is considered; thus, the
propagation gain between points a and b is

—p\" "
Gup = ('“dob‘) , where dj is a constant and 7 is the
path loss exponent.
e The readers are homogeneous: they transmit with the

. P .
same power Py and the ratio 5~ can be considered
X
constant.

e The value of A is set to ﬁct% — 1.

Under these hypotheses, Equation 5 can be written as

Py

> Ber= 6
(lxd—}’\)_77 _ﬁCtPt,x (©)
0
] g Py
o —t] P,
P.
e —y| > ("ﬁct ”—1+1) e —t] = Q1+ A)|x—t,
Pt,x

and the equivalence with Equation 3 is proved.

In order to correctly detect and decode the tag’s reply, in
the capture threshold model, it is required that the power
of the received signal is higher than a threshold ©, called
carrier receive level:

Py > ©. 7)
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In contrast to Equation 1, condition (7) states that in
the capture threshold model the interference range cannot
be assumed as directly proportional to the interrogation
range.

Additive interference models
The additive interference models evaluate two condi-
tions to check if a reader can identify a tag. Firstly, the
power of the signal that the reader receives from the tag
must exceed the carrier receive level, as stated by con-
dition (7). Secondly, the signal-to-interference plus noise
ratio (SINR) must be higher than a required threshold T,
which depends on the desired read rate, the bit error rate,
and the kind of modulation:
P o
Li+N "~

where I, is the interference sensed by reader x and N is
the background noise power.

The main models that were proposed to evaluate
Equation 8 are reviewed in the following.

8)

Single-channel model
The model proposed in [11] considers the common sit-
uation in which the same channel is used for reader-to-
tag query communication and for tag-to-reader response
communication. The power of the signal that tag ¢ receives
when it is interrogated by reader x is

Px,t = Py Gy thcl_)ioﬂar )
where G, and G; represent the antenna gains of the reader
and the tag, respectively, and « is the path loss exponent,
whose value generally ranges from 2 to 4. A value of o = 2
results in free space propagation, which corresponds to
a line-of-sight communication between readers without
interposing obstacles. Py is the path loss at the reference
distance dg = 1 m. Py depends on the considered prop-
agation model: in free space propagation, Py = (ﬁ)z,
where A is the signal wavelength (in meters).

Let Et4y be the reflection coefficient of the tag antenna,
i.e., the ratio of the power received by the tag that is
backscattered to the reader. Then, the power received by
the reader from the tag is given by

Piy = Etag Pyt G. GizE P (G GPO)Z

» g Lt Mx tlx_tla tag £x X tlx_tla .
(10)

The power of the interfering signal that reader x receives
from reader y is calculated in the same way as Equation 9:
Py

Py =Py Gy Gy———

. (11)
lx — y|*

The total interference I, perceived by reader x is the sum-
mation of the contribution expressed by Equation 11 for
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all the other readers in the network. I, is evaluated in [11]
considering the readers deployed according to the hexag-
onal constellation shown in Figure 1. Reader x is at the
origin of the i and j axes. Let L be the distance between
two close readers; the distance between reader x and a
reader located at point (i, j) is Ly/i2 + j2 + ij. With this
deployment, the total interference sensed by reader x is

Li=6-Y % PG, Gy V)

i=0 j=0 (L P2+724 l])
where Pj; is the power of the signal transmitted by the
reader located at point (i, /) and Gy is the gain of its
antenna. An upper bound is provided in the case of homo-
geneous readers that transmit with power P, and whose
antenna gain is Gy:

I < 6P, G2 PoLiaﬂ (%) ¢ (%) (13)
where f(s) is the Dirichlet beta function, defined as
1y
B(s) = go ﬁ (14)
and ¢ (s) is the Riemann zeta function:
=1
g(s) = ,; TES (15)

Figure 1 Hexagonal constellation deployment. The hexagonal
constellation minimizes the number of readers to cover the
deployment area.
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If we assume that all the RFID readers have the same
antenna gain G, and transmitting power Py, I turns into

I, = ip @ (16)
X l=0 X x|xi_x|a7

where |x; — x| is the distance between the simultaneously
interfering reader x; and the target reader x.

Physical model

The physical model [28] considers the distance L between
the source and the destination of the signal, and it applies
the proportional decay L™* of the signal with the distance
in order to evaluate Equation 8:

Py
lx—2|*

7>F,
N P,
N+ 2w

17)

where N is the number of readers in the network (in
addition to reader x).

The physical model is a simplification of the single-
channel model. The two models are equivalent if all the
interfering readers are homogeneous with antenna gain

_ G ; : ) ) _ G
Gy =73 and if the gain of the tag’s antenna is G; = I,O—é‘tag

IRRR model

Reader-to-reader interference reduces the value of SIR
measured at reader x: since the power of the signal
backscatterd by tags keeps constant, this reduces the
interrogation range of reader x. The interrogation range
reduction ratio (IRRR) is a parameter proposed in [30,31]
to evaluate the effect of reader-to-reader interference. The
power of the signal that reader x receives from tag t is
given as

Py = apw Etag Px Gy Gy - 10%2PLIx=ED

Py \? (18)
= aBW Etag Py Gy Gy W ’

where apw denotes the ratio of the spectrum power in the
used channel to the available bandwidth. PL is the path
loss between x and ¢: since it depends on their distance,
the path loss Py at the reference distance dy = 1 m is
adopted in the second formulation of Equation 18. The
total path loss between x and ¢ is obtained by summing
two contributions: the first one for the forwarding reader-
to-tag query communication and the second one for
the returning tag-to-reader response. Fading effects are
ignored because a line-of-sight propagation is assumed for
the reader’s query and the tag’s response.
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The interference that x receives from reader y is
estimated as

Py = hy Py Prmasky Gx Gy - 100-1-PL(x—yD
Py (19)
= hy P y ﬂmask,y Gy Gy W

o’
where 4, is a fading coefficient in the channel between x
and y, and Brask_y is the limit level of the spectrum mask.

The total interference I, sensed by x is obtained by sum-
ming each individual contribution given by Equation 19
for all the other readers in the network. The estimation
of Equation 8 easily follows. An example of evaluating
equation 8 is provided in [32] by considering free space
propagation, with Py = (ﬁ)z, and a TDMA scheme to
manage the activity of the readers. In the TDMA chan-
nel access method, the readers share the same frequency
channel by allocating their transmission into different
time slots. A boolean flag is introduced for each reader to
indicate if it can interfere with reader x:

1 ifreader i operates at the same time slot
of reader x
0 otherwise.

Yi=

(20)

Under these assumptions, Equation 8 becomes

K1 Pt,r

lx—t|* >T
N yik2PiBmask.i +N =’

=1 |x—i2

(21)

apw Erag Gx Gt)»f; h; Gy G,‘)Liz
(4m)* (47)?
An alternative way to calculate I, is provided in [31]

by assuming a uniform random distribution of the read-
ers. Firstly, the average interference generated by a single
reader y is calculated by integrating Equation 19 in the
annulus where the reader y can be located. I, is then
estimated by multiplying the average interference for the
average number of simultaneously active readers (given
by the number of the readers in the network and their
probability of querying tags).

The IRRR model extends the single-channel model by
considering the availability of more than one channel
for the communication among readers and tags. Further-
more, it considers fading effects in the interference among
readers. The main difference between the two models lies
in the estimation of P;,: in the single-channel model, the
contribution of the antenna gains of the reader and the tag
is counted twice, while in the IRRR model, it is considered
only once.

where k] = and ky =

Rayleigh and shadow fading model

The interference model proposed in [33] assumes that the
signals emitted by the readers randomly attenuate during
their propagation according to a Rayleigh distribution. In
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addition, obstacles among the readers may further reduce
the signal intensity. However, as in the other additive
interference models, Rayleigh fading and shadowing can
be ignored for the communication between the reader and
the tag since they are in direct line of sight and within a
short range. The power of the tag’s reply detected by the
reader is evaluated as follows:

Py

P =K ————,
tx 1 |x—t|4q

(22)

where Kj is a constant that includes the antenna gains of
the reader and the tag, the wavelength, and the modula-
tion indexing, and g models the path loss and its value
depends on the environment where the signal propagates.

The interference that reader x noticed from another
reader y is

Py,x = 1(2 |x — y|2q xy?

(23)

where 10%1¢ takes into account the effect of shadowing
and X, is a random variable with Rayleigh distribution
that describes the deviation in the attenuation of the signal
from reader y to reader x. K is a constant that, similarly
to K7, considers the antenna gains of the two readers, the
wavelength, and the modulation indexing.

Experimental setup

The difference between single interference and additive
interference models is the cardinality # of the considered
collision set. Obviously, additive interference models rec-
ognize a higher number of collisions with respect to single
interference models. The goal of this section is to numer-
ically evaluate to which extent the accuracy in detecting
reader interference improves as # increases.

In order to avoid considering redundant collision sets,
only minimal collision sets are considered in this paper.
Considering a target reader x, the set of readers C =
{x0, %1, %2, ..., %} is a collision set for x if the simultaneous
transmissions of all the members of C generate a reader
interference with x; set C is a minimal collision set for x if
the interference is avoided when at least one member of C
does not transmit at the same time as the others. Any sub-
set of the minimal collision set cannot generate a collision;
in other words, a minimal collision set does not include
any other collision set. The general idea is to collect all
the minimal collision sets in order to observe how many
collisions can be detected by considering a collision set of
cardinality at most 7. In the rest of the paper, we refer to a
minimal collision set of cardinality # as collision-set-n.

The analysis is based on the single-channel model
described in the previous section, according to the param-
eters listed in Table 1. A free space model is considered,
assuming that no shadowing effect exists and the signal
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Table 1 Evaluation parameters

Parameters Values
Path loss exponent (a) 2
SIR threshold (I") 10
Reader antenna gain (G/) 6 dBi
Tag antenna gain (G;) 1 dBi
Tag's power reflection coefficient (Eiaq) %
Reader’s transmit power (Py) 30 dBm
Path loss at the reference distance do (Pg) G%
Reader-to-tag distance (|x — t|) 5m
Noise power (N) 0

The list of the parameters that are used in the simulations in order to compute
the minimal collision sets according to the single-channel model.

power at the receiver is attenuated with a path loss expo-
nent equal to 2. The SIR threshold I' is set to 10. All
the RFID readers are considered homogeneous with an
antenna gain of 6 dBi and a constant transmit power of
10 dBm. The antenna gains of the tags are set to 1 dBi.
The power reflection coefficient of the tag is %. Py is set to
the upper bound é [11]. The distance between a reader

and the queried targ |x — t| is set to 5 m. Besides, the
background power is considered negligible. Furthermore,
the RFID readers are assumed to be homogeneous, i.e., all
the readers have the same antenna gain and transmitting
power.

When the background noise power is 0, the collision
condition in Equation 8 turns into

P t,x

Iy

>T.

(24)

Substituting Py, and I, according to Equations 10 and
16, we can get

2
P
% _ Etag Px <Gx Gt |x7(;\°‘) _ Etag G?P() .-

00 ) - 420 \"O0O 1 —
Iy Zi:onGxW lx — 1| i=0 Jo;—x[*

(25)

It can be observed that the transmitting power P, has
no effect in the evaluation of Equation 25 for determining
the occurrence of a collision, but it only affects the inter-
rogation range. With the considered values of antenna
gains and interrogation range in Table 1, we set the trans-
mitting power to 30 dBm in order to make sure that the
conventional RFID tags can be energized at 5 m.

The RFID readers are randomly deployed in a 1,000 x
1,000 m field. The position of each reader is specified
in the Cartesian coordinate system, where the coordinate
of each reader is randomly generated. The coordinates
of all the readers are uniformly distributed and they are
independent, i.e., the deployment follows a spatial Poisson
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point process. Besides, the number of readers varies from
20 to 50 in order to investigate the effect of reader den-
sities. In order to reduce the effect of randomness, each
simulation is repeated 1,000 times.

Evaluation algorithm

A branch and bound algorithm is adopted to collect all
the minimal collision sets for each reader i € R. The
branch consists of the recursive exploration of the tree
that lists all the collision sets for reader i. The bound is
given by the identification of a minimal collision set: when
this happens, all the sets that contain that collision set are
discarded.

As shown in Algorithm 1, all the elements j € R\{i} are
first sorted by the descending order of the interference Pj;
received by i. Then a recursive procedure is called to check
which are the minimal collision sets among all the subsets
of R\{i}. In this procedure, a stack is used to store the cur-
rent subset of R\{i} in order to evaluate whether the sum
of the interference of the readers in this subset can gen-
erate a collision to the target reader. When the set in the
stack turns out to be a minimal collision set, all the super-
sets that contain the set present in the stack are ignored.
Besides, a control parameter Cardpy,x is introduced to

Algorithm 1 Calculate the collision sets in the RFID
reader set R with cardinality lower than Cardmax
for all RFID reader i € R do
P =y
calculate interference Py; according to Equation 10;
for all RFID reader j € R\{i} do
calculate  interference Py
Equation 11;
P =PU{P;};
end for
sort P in descending order;
call Subset(i, P, 0, Py;);
end for

according  to

Procedure Subset(id i, set P, float S, float Py;)
for all Element Py; € P do
if Stack size < Cardpax then
push(Py);
if S+ Py > % then
collisionSets[i].add(Stack);
else
§=S§ + Pki;
call Subset(i, P\{Py;}, S, Ps);
end if
pop(Pxi);
end if
end for
End Procedure
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indicate that only the subsets with cardinality lower than
Cardayx are considered.

Experimental results

This section evaluates through simulation data the rela-
tionship between the cardinality of the collision set and
the number of detected collisions. Different scenarios are
considered by keeping a fixed field and increasing the
number of readers deployed from 20 to 50. In particu-
lar, the analysis is focused on the last scenario (i.e., 50
readers), which is used as a case study.

Number of readers affected by collision-set-n

If one reader has at least one collision-set-#, it is said to be
affected by collision-set-#, i.e., it can experience a reader
collision caused by # interfering readers. Figure 2 shows
the number of readers affected by different collision-set-n
with n < 20. The number of readers affected by collision-
set-n increases as the deployment density increases. It can
be seen that the readers are more likely to suffer from the
additive interference in a dense deployment.

Considering the scenario with 50 readers, it can be
observed that almost all the readers have collision sets
with cardinality from 1 to 5. The number of readers
affected by collision-set-2 until collision-set-5 are almost
the same as the number of readers affected by direct
collisions (i.e., collision-set-1), which reflects that single
interference models are not enough to cover all the colli-
sions in a dense RFID deployment. From collision-set-6,
the number of affected readers starts to reduce in a great
scale. The RFID reader can be affected until the sum of
14 readers’ interference are considered. The simulations
demonstrate that all the possible collision sets with more
than 14 readers cannot generate a total interference that
can hamper the target reader, which means that it is not
necessary to consider additional interferences generated
by more than 14 readers.

Average number of collision-set-n

The average number of collision-set-# is the total num-
ber of collision-set-# divided by the number of readers in
the deployment. It can be seen in Figure 3 that the average
number of collision-set-n follows a Gaussian distribu-
tion in each scenario. The exact shape of the distribution
depends on the characteristics of the deployment. The
x-coordinate value of the vertex of the parabola increases
from 6 to 9 when the number of readers increases from 20
to 50. Besides, the amount of collision-set-# significantly
grows when the total number of readers goes up.

Under the scenario with 50 readers as shown in
Figure 3d, the average number of collision-set-n first
climbs up when # grows from 1 to 9. After reaching the
peak with n = 9, it starts to fall down until n = 14.
The average number of collision-set-15 stays at 0, which
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is in accordance with Figure 2. That is because all the
reader sets with cardinality higher than 14 have a sub-
set (i.e., a minimal collision set) that already generates an
interference perceived by the target reader.

When n < 9, the average number of collision-set-#
climbs up because of two reasons: firstly, the probability of
generating collisions increases as the number of interfer-
ing readers grows, and secondly, the number of potential
subsets that may generate collisions grows with the car-
dinality n. For example, the total number of subsets with
cardinality 1 is (?0) = 50, while the number of subsets
with cardinality 4 grows to (3°) = 230,300. Although
the maximal number of subsets continues to grow when
9 < n < 20, the subsets that can generate collisions fall
down since many collision sets include minimal collision
sets with cardinality lower than 9.

Throughput analysis

Considering a TDMA reader-to-reader anti-collision
scheme in which each reader tries to query tags in a
time slot with probability p, the probability that a colli-
sion set with # readers generates enough noise to cause an
interference is

Pr(collision — set — # interferes) = p”. (26)

Figure 4 shows how the probability that a set generates a
collision exponentially decreases as n increases. The value
of p reflects on the interrogation frequency of the RFID
system. It can be observed that a low value of p causes a
sharper fall of the collision probability, which means that it
is not necessary to consider a large cardinality # of the col-
lision set. In other words, the additive interference model
seems more important in an RFID system if the readers
interrogate the tags more frequently.

The average quantity of possible collisions that a reader
receives at each time slot can be calculated as

Qn = snp", (27)
where s, represents the average number of sets with #
additive components. In the case study of 50 readers
deployed on a 1,000 x 1,000 m square, the evaluation of
(27) according to p and # is shown in Figure 5. It can be
observed that:

e If p is high, also the average number of possible
collisions is high, so the probability of successfully
querying tags is very low.

e If p is high, the distribution curve of the quantity of
collisions according to the cardinality of the collision
set initially increases up to an absolute maximum and
then it decreases.
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Figure 3 Average number of collision-set-n according to different scenarios: (a) 20, (b) 30, (c) 40, (d) 50 readers. The average number of
collision-set-n follows a Gaussian distribution, whose shape depends on the characteristics of the deployment. The number of collision-set-n
significantly grows as the number of deployed readers increases.
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exponentially decreases as the cardinality of the set increases. This reduction is sharper with low values of p, which corresponds to lower frequency
of interrogation in the RFID system.
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e If p is low, the distribution curve constantly decreases
and the most common collisions have only one
component.

The above analysis indicates that the collision sets com-
posed by many readers do not strongly affect the overall
number of collisions. In order to further analyze the con-
tribution of each group of collision sets, it is required
to select a realistic value of p that guarantees a good
throughput. In this paper, the throughput is defined as

T = p * Psuces (28)

where pgucc represents the probability of avoiding colli-
sions. Since the probability of avoiding a collision with
a collision-set-n is 1 — p”, if we assume that all the s,
collision-set-n’s are independent from each other, psycc
for s, collision-set-n’s is (1 — p”)**. Considering all the
collision-set-n in the specific RFID system, the overall

probability psycc of the whole RFID system could be calcu-
lated introducing an approximation:

N-1
Psucc = l_[ 1 —Pn)8”~ (29)
n=1

In order to decrease the approximation, the analysis
takes into account the distribution of the number of
collision-set-n. In an RFID system with N readers, the
collision set with the maximum cardinality is collision-set-
(N—1). For each value of n between 1 to N—1, each reader
has a certain number of collision-set-# which is from 0 to
(N ;1) Let d,(i) represent the quantity of readers affected
by i collision-set-n’s and let X be the random number of
collision-set-#, the discrete probability distribution of X is
characterized by the following probability mass function:

dn (i)

Pr(X =) =~

Probability of avoiding collisions

1 2 3 4 5 6 7 8 9
Cardinality of the collision set

constantly increases as n grows. Instead, if p > 1
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Figure 6 Probability of avoiding collisions according to the cardinality of the collision set. If p < -, the probability of avoiding collisions

> g, itis highly probable that a collision is generated by a set composed of 3 or 4 readers. If n > 13, the
probability of avoiding collisions is always 1, independently of the value of p is because no collision sets with cardinality higher than 13 exist.
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Figure 7 Throughput of the RFID system according to the probability of querying tags per time slot. The throughput is calculated according

where X €[0, (N 1)] Since the probability of avoiding
collisions from the i collision-set-# is (1 — p™*)’, the proba-
bility to avoid collisions from all the collision-set-# can be
calculated as

Pr(no collision from collision-set-#)
¢H
= > Pr(X=i)-Q-pH.

i=0

(31)

Figure 6 evaluates Equation 31 for different values of p
and #. It can be observed that when p < %, the probabil-
ity of avoiding collisions constantly increases as n grows.
When p > é, it is more likely that collisions are generated
by collision-set-n with n = 3 or n = 4. Besides, when #
grows to more than 13, the value of # will have no impact

N (5D

puce =[] 32 2002

n=1 i=0

(32)

which considers the distribution of the collision sets.

Based on Equations 28 and 32, the overall throughput of
the RFID system is shown in Figure 7 with respect to dif-
ferent values of p. Since p = % provides the best results,
this value has been used for the subsequent analysis.

Accuracy analysis

Based on Equation 31, the probability that a collision
is caused by collision-set-n and that no collisions are
caused by collision-set-m with a smaller cardinality, i.e.,
m <mn,is

N-1 i
(1 _ Z dlt(}\[fp) ),

on the probability of avoiding collisions no matter what . forn=1
the value of p is since no collision sets with cardinality Pn = (lN 1 L (N .
higher than 13 exist. a- Y 7‘1"’(1_” )') I1 XI: 7’1"'(1];‘”])1, forn > 2.
By combining Equations 30 and 31, the overall probabil- i=0 j=1 i=0
ity of avoiding collisions in Equation 29 can be written as (33)
80%
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B Actual collisions
60%
© 50%
£ a0%
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Figure 8 Distribution of possible collision sets and of actual collisions. The distribution of the collision sets approaches to a Gaussian
distribution, whereas the distribution of the actual collision decreases as the cardinality of the collision set increases. Therefore, although the
majority of the collision sets are composed by a number of readers comprised between 7 and 11, the majority of the collisions are generated by sets
composed by less than 3 readers.
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Figure 9 Accuracy of collision detection according to the maximum cardinality of the collision sets. Each point shows the error in collision
detection when collision sets with cardinality larger than n are not considered. The accuracy in detecting collision increases as the cardinality of the
collision sets grows. When n > 13, the error is null because no collision sets with cardinality higher than 13 exist.

Figure 8 shows the distribution of potential collision
sets in the network and the distribution of actual col-
lisions, where the distribution of collision sets is based
on the numerical results in Figure 3 and the distri-
bution of actual collision probabilities is calculated as
follows:

Pn

DVI = T
Zn:l Pn

(34)

It can be observed that although the distribution of the
collision sets is similar to a Gaussian distribution, the
actual collision probability with cardinality # decreases
as the value of # increases. Figure 8 also shows that the
majority of the collisions are due to sets composed by
few readers, while the majority of the existing sets include
many readers. Therefore, a large part of the collision sets
cannot be considered in the analysis of the performance
of a protocol, without affecting significantly the accuracy
of the results.

The percentage of error in the collision detection is
shown in Figure 9. The percentage is evaluated according
to the following ratio:

N
E,=1-— ZDn.
n=1

Each point in Figure 9 shows the error in collision detec-
tion when considering collision sets with cardinality up to
n. The result shows how the accuracy of collision detec-
tion increases as the cardinality of the collision sets grows.
When n > 11, the error percentage is lower than 10719,
and consequently, it is not shown because it is out of scale.
Figure 10 shows the percentage of collision sets that can be
covered when up to # readers’ interferences are summed.
By comparing the two charts, it is possible to observe that
the majority of the collisions can be detected even if the
majority of the sets are excluded from the analysis of an
RFID reader-to-reader protocol. For example, excluding
all the the sets with a quantity of components larger or

(35)
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Figure 10 Percentage of detected collisions according to the maximum cardinality of the collision sets. The majority of the collisions can be
detected even if the majority of the sets are excluded from the analysis of an RFID reader-to-reader protocol.
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equal to 7, only 0.002% of the collisions are not detected,
and only 6.545% of the collision sets are considered.

Conclusion

This paper has studied the characteristics of the additive
interference models for detecting RFID reader-to-reader
collisions. The impacts of the cardinality of the collision
sets on the accuracy of collision detection has been ana-
lyzed. An evaluation based both on simulations and on
an analytical analysis has shown that a model limited
to direct interferences provides a low level of accuracy
since many collisions could be not detected (e.g., 29% in
the analyzed case study). However, a few collisions are
due to collision sets with high cardinality, so the models
used for the evaluation of RFID reader-to-reader anti-
collision protocols can be limited to small collision sets.
These results open an important issue on the simulation
strategies used for evaluating RFID reader-to-reader anti-
collision protocols and on the reliability of the simulation
results.
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